DRAFT — 12/09/2009

Briefing Paper:
Developing a Statewide Consent Policy for Electronic HIE in North Carolina

I. Background/Introduction

A. Current North Carolina Law
The current state of North Carolina law poses a daunting challenge to the development of a statewide consent policy for HIE. At present, there are literally hundreds of state laws that affect whether and how patient consent must be obtained for a provider to use or disclose individually identifiable health information to a third party. Significant variations in the different laws have resulted in an inconsistent patchwork of consent requirements and practices. For example, consent requirements may vary by type of provider, by health care setting, or by category of health information. Further, the many provisions of state law vary in the extent to which they align with federal laws, including the HIPAA Privacy Rule.  The HIPAA Privacy Rule provides relatively clear guidelines for when individual permission is required for information to be disclosed and the form in which permission must be obtained, but it also permits state laws to impose more stringent (i.e. patient-protective) requirements
. 

In contrast, there is scant state law regarding patients’ rights to access and obtain copies of their own health information. Federal law addresses this issue in a much more comprehensive and robust fashion. For example, the HIPAA Privacy Rule requires covered entities to provide virtually all of a patient’s protected health information (PHI) to that patient upon request, with very few exceptions.  The new HITECH Act includes a provision that requires that electronic PHI (e-PHI) in an electronic health record (EHR) be transmitted to patients upon request. The meaningful use of EHR objectives recommended by the US Department of Health and Human Services’ HIT Policy Committee have an entire category of  activities that require exchanging information electronically with patients starting in 2011.  The new Beacon Community Program (a $220 million grant program) includes numerous goals and measures that require exchanging information with patients. Under these patient-centric public policies, patient data may be moved without regard to state law differences on consent for disclosure to third parties. Although studies should be made as part of this work, at the outset there don’t appear to be any state laws that would hinder this approach to HIE. Since our purpose in considering the consent process is to foster an environment in which PHI can flow electronically with provision for patient permission for the flow, studying this approach to PHI flow among patients and providers should be in the scope of the consent work.   
B. Illustration of Current State Law Complexity: Disclosures for Treatment Purposes
North Carolina laws regarding patient consent for disclosure of information for treatment purposes illustrate both the variation in state law and the lack of alignment with federal law. The HIPAA privacy rule defines "treatment" as "the provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient; or the referral of a patient for health care from one health care provider to another." 45 CFR 164.500. The general rule is that a HIPAA-covered entity is not required to obtain an individual's consent to use or disclose protected health information for its own treatment purposes, or to disclose protected health information for the treatment purposes of another health care provider.
 45 CFR 164.506.

Although the HIPAA privacy rule does not require consent for disclosures for treatment purposes, it permits covered entities to obtain consent for such disclosures. Some North Carolina state laws either explicitly or implicitly require such consent, while other state laws explicitly permit disclosures for treatment purposes that are consistent with HIPAA. The following list briefly describes a few state laws that have implications for treatment-related disclosures:

• 
GS 8-53, North Carolina's physician-patient privilege law, states: "Confidential information obtained in medical records shall be furnished on the authorization of the patient, or if deceased, the executor, administrator, or, in the case of unadministered estates, the next of kin." When other laws are silent on consent, North Carolina practitioners typically look to this law for their consent policy and assume consent is required to disclose information for treatment purposes.
· GS 90-21.20B(e) permits health care providers to disclose protected health information for treatment purposes without patient consent, notwithstanding GS 8-53, so long as the disclosure is not specifically prohibited by other state or federal law. "Health care provider" is defined to include physicians and a number of other licensed or registered health care professionals, as well as certain health care facilities.

· GS 130A-12 permits NC DHHS, DENR, and local health departments to disclose privileged medical information or protected health information for treatment purposes, notwithstanding GS 8-53 or GS 130A-143.

· GS 130A-143 makes information that identifies a person who has or may have a reportable communicable disease "strictly confidential" and limits the circumstances in which such information may be disclosed
. It permits disclosures to health care personnel providing medical care to the patient." This language appears to limit the scope of treatment-related disclosures that may be made without the patient's consent.

· GS 122C-52 through -56 address the confidentiality of information acquired by mental health care providers. GS 122C-55 permits the sharing of information for treatment purposes without consent among some providers. However, consent is required to disclose the information to providers who are not specified in the law.

· GS 131E-117(5) applies to information about patients in nursing homes. It states: "Personal and medical records shall be confidential and the written consent of the patient shall be obtained for their release to any individual, other than family members, except as needed in case of the patient's transfer to another health care institution or as required by law or third party payment contract." It does not appear to permit disclosures for treatment purposes without consent except for any such disclosures that may be needed when the patient is being transferred to another health care institution.

These are just a few of the state laws that must be taken into account in devising a consent policy, and they produce conundrums for a consistent statewide policy for third party disclosures, as illustrated by the following hypothetical examples: 
· Without patient authorization, a physician in a local health department may disclose a patient's hepatitis B diagnosis to other health care providers for the full panoply of treatment purposes as defined by HIPAA, but a physician in private practice may disclose the same information health care personnel providing medical treatment to the patient. The term "medical treatment" is not defined but likely does not include treatment provided by some categories of health care providers (psychologists, dentists, etc.), or services such as case management or consultation.

· A hospital that discharges a patient to his or her home may disclose information to the patient's community health care provider for treatment purposes without the patient's specific consent. A nursing home that discharges a patient to his or her home must have the patient's written consent for the same type of disclosure.

· A psychologist who works with a LME who refers a patient to a state psychiatric hospital may disclose information about the patient's mental health treatment to the hospital without the patient's specific consent for treatment purposes. A psychologist unaffiliated with a LME would need the patient's written consent to make the same disclosure. 
As these examples illustrate, developing a statewide consent policy for disclosures of patient information among third parties based on existing North Carolina law is going to be a very complex task. It probably will not be possible to develop a single consent form or consent process that could be used by every consumer who wishes to participate in a HIE for treatment purposes—different forms or procedures may be required based on provider type or information type or other variables. That said, it is also important to recognize that consent to use or disclose protected health information for treatment purposes is relatively simple under North Carolina law. Uses and disclosures for other purposes that an HIE may wish to support—payment, health care operations, research, public health, etc.—is much more complicated.

C. Recommendation
Because of the complexities in the overall environment, the Legal and Policy Workgroup recommends that the work toward a statewide consent policy begin with a process to catalog and analyze North Carolina laws, with the goal of producing a report for the HIE governing body that will explain consent requirements under existing state law. 
II. Proposal for Cataloging and Analyzing NC Privacy Laws
A. Overview of Proposal: 

The Legal and Policy Workgroup proposes that the NC HIT Collaborative should quickly seek funding from ONC to engage a core group of legal experts to perform a thorough review of North Carolina General Statutes, the North Carolina Administrative Code and reasoned case law to identify conflicting, redundant and outdated provisions that impact HIE.  The Workgroup proposes to leverage the work of the HISPC Harmonizing State Privacy Law Collaborative (HSPLC), which created a set of analytical tools and a narrative roadmap to guide states through the process
.  Specifically, the Workgroup proposes to use the HSPLC roadmap and analytical tools to develop an analytical framework catalog and objectively analyze NC laws that address access, use or disclosure of protected health information for purposes of treatment, payment, health care operations, public health, research, consumer-controlled disclosures and consumer centric personal health records.  
All applicable laws will be organized according to subject matter categories and analyzed to determine whether they contain conflicting definitions, applicability, or exceptions; whether they are out of date or no longer relevant; or have other technical or legal problems.   Laws that have multiple interpretations will also be identified.    This is work that must be completed to develop a baseline to use to guide NC HIE privacy and security policies, including consumer consent policy, and to identify provisions in NC law that act as unnecessary barriers to HIE or and to determine the extent to which critical language relevant to privacy and consumer empowerment and protections is lacking or ineffective.   

B. Proposed Work Plan:

The proposed work plan consists of the following tasks to be performed by a lead attorney and four consulting attorneys.  The consulting attorneys shall contribute expertise in mental health law, public health law, clinical health law (laws that impact physicians and other health care providers) and institutional health law (laws that impact hospitals and other institutional health care settings).   We assume that NCHICA’s Legal Work Group will serve as a volunteer review panel that will oversee each phase of the analysis to ensure accuracy, completeness and build consensus where needed.  A budget analysis is attached.  See Appendix XX.  The work plan includes the following phases:

· Develop a “Comparative Analysis Matrix” (CAM):

· Develop consensus on the definitions of terms to be used in the analysis 

· Develop consensus on the subject matter areas of state law that are relevant to the use and disclosure of health information.  This includes a listing of general areas of state law that are relevant to consent policy and HIE.  Examples of subject matter categories include:

· Comprehensive privacy act? (Y/N); for example, if Yes, then review would include the citation to the act. 

· Restrictions on use of SSN?

· Provisions adopting HIPAA requirements?

· Provisions specifically addressing breach notification?

· Provisions addressing personal health records?

· Provisions addressing patient access to medical records, including provisions that relate to an HIE approach that depends on using the patient (or patient agent) as the legal intermediary for health information flow among a patient’s health team (i.e. a person-oriented approach to HIE)?
· Develop consensus on objective analytical criteria to evaluate each applicable law (e.g., summary, exceptions, comparison to HIPAA and HITECH, comments regarding whether the provision is inconsistent or redundant with another provision, etc.) 

· Develop consensus on response categories (e.g., Y/N/)

· Develop a table for each subject matter category 

· Populate CAM with Citations to NC Law for each Subject Matter Category:

· The team of attorneys will locate and categorize applicable provisions in the NC General Statutes, NC Administrative Code, and reasoned case law that address each of the subject matter categories 

· In addition, when no NC laws can be found for a particular subject matter category, it will be noted as a GAP

· Populate CAM with Responses to Analytical Criteria:

· The team of attorneys will analyze each law that has been identified and cataloged under the applicable subject matter category.  The law will be summarized and analyzed.  Analytical criteria will include whether the law is aligned with or more restrictive than HIPAA.  

· Final Report will be submitted to the NC HIT Collaborative:

· The final report will include findings, recommendations, next steps and an estimated time-table for making any recommended changes in state law to ensure alignment with schedules for EHR/HIE/PHR deployment in Federally-funded projects. 

III. Considerations and Recommendations for Developing a Statewide HIE Consent Policy

A. Considerations:
· Recognition that a Consent Policy is a Component of a Comprehensive Privacy and Security Framework

North Carolina’s HIE Strategic Plan envisions the establishment of a Comprehensive Privacy and Security Framework.  The NC HIE consent policy will be accompanied by a full range of comprehensive privacy and security mechanisms designed to earn patient trust, including authentication and other access controls, transmission security, and auditing and breach policies.  The NC HIE’s consent policy needs to be developed with this Framework in mind.  
· Assessment of Current Legal/Regulatory Landscape 

Once the cataloging and analytical efforts outlined in Part II are accomplished, the next step for the NC HIE Collaborative is to convene a multi stakeholder work group to assess the NC’s legal landscape.  The goal of the assessment is to determine whether changes in the law are needed to ensure that the final adopted consent policy: is aligned with federal standards, facilitates interstate HIE, and fits harmoniously within a cohesive statutory framework that advances HIE in North Carolina. 

To perform the assessment, the Legal and Policy Workgroup recommends that the populated Comparative Analysis Matrix (CAM) that was developed to conduct the review and analysis of NC’s statutory and regulatory provisions of law pertaining to the use and disclosure of protected health information be used examine and assess the likely impact of those laws (or gaps in the law) on the future adoption of electronic medical records, personal health records, and electronic HIE in North Carolina.  

Specifically, the Workgroup is proposing that a systematic process using the populated CAM to identify and address any provision of law (or gap in the law) addressing the use and disclosure of protected health information that may have a negative or positive impact on a certain set of variables.  The HSPLC’s Roadmap recommends using the following variables: (1) Facilitates HIE Development; (2) Impact on Patient-Focused Care; (3) Impact on Population Health; and (4) Effect on Consumer Privacy.  However, any variable can be used to meet the needs that are unique to North Carolina.  The intent is to use the templates in a structured manner and develop a consensus within the stakeholder work group with respect to any given provision of law (or gap in law).  To conduct the assessment appropriately, representative groups of stakeholders from various fields to participate in the work group. Stakeholder groups include health law attorneys, health IT experts, high-level State agency staff, consumer advisory council members, high-level hospital staff, privacy compliance officers, and health care payers and providers. 

B. Recommendations for a Collaborative Consent Policy Making Process:
The following recommendations are gleaned from “Guidance for Developing Consent Policies for Health IT”, which was developed by the Consumer Education and Engagement Collaborative under the Health Information and Security and Privacy Collaboration (HISPC) Project under a contract with RTI International in March of 2009.  The guidance reflects the policy making process that New York State went through to develop its statewide consent policy.  The recommendations include:
· Recognize diverse stakeholder perspectives by engaging a broad range of stakeholder groups.  It may be necessary to assemble stakeholder focus groups to ensure that each stakeholder perspective is heard, understood, and considered.

· Establish core principles for obtaining consumer consent.  The consent policy should reflect the principles and any proposal that impact the policy should be measured against the principles. The New York’s principles include:

· Promote patient-centered care by facilitating consumer choice and addressing consumer concerns about privacy

· Promote exchange of comprehensive information ensuring clinical effectiveness to improve the quality and efficiency of care

· Minimize burdens on health care providers

· Be practical and “implementable” for RHIO participants providing operational flexibility

· Be simple and clear with a concrete rationale

· Foster innovation while ensuring public trust

· Be neutral on technology model

· Engage stakeholders in a structured and deliberative analysis of the complex policy and operational issues.  It is difficult to find the appropriate balance between a consumers’s right to privacy and a provider’s concern about having as much relevant information as possible in a timely manner to provide quality treatment.  It is also important to include considerations regarding implementation costs and impact on work flow.  The following policy questions are examples of some of the difficult issues and questions that need to be explored in a meaningful and structured process:
· Understanding the nexus between “consent”, “authorization”, and “permission”

· Understanding the protections that HIPAA provides patients and consumers?
· Should the consent be designed to allow consumer choice with respect to use and disclosure depending on the source of the data, the type of data, the age of the data? 

· Should the consent be designed to allow consumer choice with respect to some, none, or all purposes for the use and disclosure?  

· Should the consent be designed to allow consumer choice with respect to which entity or type of entity that holds or requests the data?

· Under what circumstances, if any, could consumer consent be implied (e.g., treatment, payment)?

· Should the consent include specific restrictions/standards regarding what is considered “minimally necessary”?

· Should the consent be required for the use and disclosure of de-identified data?

· Under what circumstances should consent NOT be required (e.g., emergency treatment)?

· Should a separate consent be required for disclosure and use of data by business associates?

· Should consumers be allowed to revoke their consent, if yes, under what circumstances?  

· Should consumers have the right to obtain electronic copies of all their health information to populate a personal health record?

· What would be the impact if NC HIE implemented a consumer-centric consent model, where the consumer controlled all (or most) of their providers’ access to their heath information? 
· Building Consensus with a White Paper to Solicit Public Comments:  Consensus recommendations from the policy analysis should be summarized in a white paper that is posted for public comment.  Any themes gleaned from public comments should be considered and incorporated if possible into the final consent policy.
· Next Steps: Once New York decided on the state’s consent policy, the state began developing policies and procedures for a full range of privacy and security policies, including consent, authorization, authentication, access control, audit, and breach notification.  They also developed a standardized consent form, an operational guidance document, and educational materials for consumers and providers
� The HIPAA privacy rule is not the only federal law that is important to understanding consent issues, but since it applies to most health care providers, it is a useful baseline for a consent analysis.





� There is an exception for psychotherapy notes, which may not be disclosed for treatment purposes without the individual's written authorization. Written authorization is also required for disclosures for marketing purposes. See 45 CFR 164.508 





� This law is often thought of as the "HIV confidentiality law" but it reaches far beyond HIV. There are presently more than 70 reportable communicable diseases in North Carolina, including HIV, hepatitis B & C, tuberculosis, novel influenza viruses, many sexually transmitted diseases, a number of food borne illnesses, some vector-borne diseases (such as West Nile virus), most of the vaccine-preventable illnesses (such as mumps or pertussis), and diseases that are reportable because they may indicate an act of bioterrorism (such as smallpox or anthrax). GS 130A-143 applies to information about all of them.


�   This Collaborative was formed to (1) develop processes and tools for states to use to work toward harmonizing disparate state laws, and (2) provide a framework for a coordinated approach among states to ensure that when states approach health IT-related reforms, they do not codify new or current variations that would make a nationwide electronic health information exchange more difficult.  The Collaborative’s final report may be accessed at the following URL:  http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_10779_872305_0_0_18/HSPL_1_Final_Rpt.pdf
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