NC HIT Collaborative

LEGAL AGREEMENTS AND POLICY WORKGROUP

September 30, 2009

Roll Call and Welcome:

Ms. Linda Attarian welcomed and thanked everyone for joining the call and made sure that everyone received the materials for today’s meeting, including the agenda, the power point presentation, the Draft document containing the Legal and Policy domain inserts and State strategic plan requirements, and a separate document containing all of the principles that have been included in the draft.   The following members of the workgroup were in attendance:  Jill Moore, Melanie Phelps and Don Horton.  The following members of the workgroup were absent: Dan Gitterman, Garland Scott.  Also in participating on the call were Lori Hack, Melanie Allison, Roy Wyman and Shaun Doyle.

Presentation:

Ms. Attarian reviewed the agenda and asked if anyone had any questions.  Ms. Attarian then presented and an overview of the funding opportunity under ARRA.  (See Slides 2-4).Ms. Allison added that NC is eligible to receive $12.9 million over the next 4 years, but is not eligible for any additional funding.  Ms. Allison stated that the Health and Wellness Trust fund is hoping to receive the full amount.  The $12.9 million will be used to connect the entire state and thus we must be very efficient in what we plan and implement

Ms. Attarian thanked Ms. Allison for informing the group of the funding amount and agreed that we - must use the funds wisely and leverage investments that have been made up to this point in time and hopefully leverage additional sources of funds. 

Ms Attarian continued with the presentation and discussed the purpose of the workgroup and how the members of the group can assist with the development of the submission materials. (See Slide 5)

Ms. Attarian then reviewed the timeline within which we are operating. (Slide 6).

Ms. Attarian asked whether Ms. Allison had additional comments.  

Ms. Allison noted that it is important to understand the requirements of the submission.  Ms. Allison stated that by October 16th , states have the opportunity to submit a strategic and operation plan to ONC.  ; Ms Allison stated that “The State” plan (i.e, the state’s strategic plan) must be be approved by ONC and we do not have time for ONC to review our State Plan and send it back to us by the 16th.  Ms. Allison reiterated that ONC’s requirements are very prescriptive, detailed and very clear in terms of what they are looking for in strategic plan.   Ms. Allison further noted that states have up to April of 2010 to submit their operational plan and our goal is to submit North Carolina’s operational plan for approval to ONC by the end of this year because we want to get first round of funding available to states.

Ms. Hack then presented Slides #7 and 8, which set forth the specific requirements for the legal and policy domain.

Ms. Attarian asked whether anyone had any questions. 

Proposed Privacy and Security Committee Structure:

With no questions, Ms. Attarian presented slide # 9 and stated that before she went any further, it might be helpful to provide a quick overview of components of the draft document and then turn our focus to how we’re proposing to design the committee structure of security and privacy framework.

With no objections, Ms. Attarian then presented a very high level overview of the draft document (see attachment #) and described the proposed privacy and security committee structure.

Ms. Allison raised a question to Ms. Hack:  Do other states design their committee structure the same way?

Ms. Hack responded by stating that other states have established more elaborate committee structures: for example, California has a privacy and security advisory board which reports to the Secretary of HHS; the advisory board has many subcommittees and the subcommittees have task groups within that. Ms. Hack noted that Rhode Island, on the other hand has only one working group for their policy development for privacy and security, while other states, for example, Tennessee has a fairly intricate privacy and security framework, consisting of a number of committees similar to California. Ms. Hack explained that she and Ms. Attarian discussed the need to move forward with some of the privacy and security work already accomplished in North Carolina and to really fast track the issues that have been identified hat by stakeholders in North Carolina which need to be resolve fairly quickly.  Ms. Hack provided as an example, the need to complete a statutory a gap analysis. Ms. Hack continued by stating that Ms. Attarian and I have put together a committee structure that will allow North Carolina to get to the solutions quickly.  Ms. Hack offered as an example that instead of a separate security committee and separate privacy committee, we are proposing that the framework include  a “technical” subcommittee that would be comprised of multi stakeholder groups and would walk through some of the technical issues concerning privacy and security and be able to respond to these questions through the multiple perspectives of the membership.  The committee would help the Policy Development Committee understand the policy objectives that the state is trying to accomplish by identifying the technology that support the objectives and make them work. 

Mr. Horton commented that it is important that this group coordinate with the governance workgroup on the committee structure issue, otherwise the work groups could end up setting up difference proposals.

Ms. Allison agreed and noted that we are currently in the process of working with the governance workgroup to setup that structure.  Ms Allison asked for clarification as to whether the technology committee would report to the HIE governance structure in addition to the privacy and security governance structure?  If so, Ms, Allison asked what other policies and procedures would this entail?

Mr. Horton responded to Ms. Allison’s question stating that the HIE Governance structure would need to be able to respond to operational aspects of the HIE, for example, how the exchange would work and other technical considerations.  Mr. Horton noted that such policies and procedures would be governed in part by various trust agreements as well as the governance structure.

Ms. Attarian added for clarity that Ms. Hack and I are proposing that the technology subcommittee as well as two other subcommittees would report their findings and recommendations to a newly created Policy Development Committee.  Ms. Attarian explained that the Policy Development Committee would report to the HIE’s governance structure depending on how that structure is organized, for example, if the HIE governance structure included a privacy and security advisory board, then the PDC would report up to that board.  Ms. Attarian noted that this is the best we can do given that the HIE Governance structure has not yet been developed. Because of this fact, Ms. Attarian stated that the draft includes a number of placeholders and pointed out the placeholder on page 8 of the draft.  Ms. Attarian further explained that once this is resolved, then we can amend the draft to describe how the privacy and security committee structure will be integrated with  HIE governance structure.

Ms Attarian then asked for the group’s agreement with our proposed privacy and security committee structure.  Ms. Attarian summarized that the Policy Development Committee will adopt the privacy and security framework that will guide the work of all 3 subcommittees.   The PDC committee will present this framework to the HIE Governance structure for adoption, and once the framework is adopted by the HIE Governance structure, all participants in the NCHIE will be required to uses this framework to develop consistent  privacy and security policies.  

Proposed Privacy and Security Principles:

Ms. Attarian stated that the Governor’s task force report included a list a set of privacy and security principles that we are proposing to be the guiding principles for the framework.  Ms. Attarian stated that one of the objectives of today’s call was to obtain a consensus around these principles. Ms. Attarian pointed out that in addition to the privacy and security principles, other principles from the task force report are in other areas of the draft, and for the convenience of the workgroup, these principles have been combined into a document for their future reference.  With that said, Ms. Attarian began a discussion of the privacy and security principles, and noted that if there was sufficient time, the group could turn their attention to the other principles.

Ms. Attarian then discussed the privacy and security principles in the document.

Ms. Attarian asked if anyone had any comments on the principles?

Ms. Allison directed the following question to the group:  “In terms of the consent management processes, has there been a decision or trend among North Carolina stakeholders as to what consent management means for NC?  Has that been discussed?

Ms. Attarian clarified that the draft does not include a particular position on the issue of consent or consent management.  Consent is noted as a priority task for the legal committee to address.

Ms. Allison asked Ms. Hack to comment on the experience regarding consent policies among states. 

Ms. Hack responded by stating that there is a broad range of consent policies among states and agreed with Ms. Attarian that consent is one of those issues that need to be prioritized once all the guiding principles are in place and type of technology to manage the consent policy is identified.  Ms. Hack continued by noting that the consent policy option that North Carolina decides upon needs to be made clear so that the technical requirements or the operational requirements of the policy can be addressed.  Ms. Hack stated that she has seen a range across the county of opt-in, opt-out with exceptions; etc.  Ms Hack reiterated that the prerequisite question is what are the privacy principles your state believes in?  Once that is determined, she said that the next question is what are the architectures that can mange that?  Ms. Hack finished by stating that both patients and providers must have confidence in the security of their participation in the system.

Ms. Allison asked Ms. Attarian if there is consensus around opt-in in North Carolina?  Ms. Allison noted that opt-in requires a different level of technical capability than does an opt-out consent policy.  Ms. Allison stated that she was wondering if there is a trend on this issue, in other words, do folks feel strongly about patients being able to opt-in, or opt-out?

Ms. Attarian stated that to her knowledge there is currently no trend or consensus regarding opt in versus opt out.  Ms. Attarian explained that for North Carolina, the priority is to develop a consensus on these privacy and security principles so that going forward one can be developed by the privacy and security framework developed by the proposed Policy Development Committee or whatever framework that is finally decided upon. With these guiding principles in place, stakeholders in North Carolina can address that very issue and develop a consensus around opt in or opt out or a variation.  Ms. Attarian did note, however, that through the HISPC work with NCHICA, stakeholders in North Carolina generally support consumer choice, but could not agree on one particular consent policy option, thus, in her opinion there is no trend particular trend.  

Ms. Moore then stated that she was a a member of the Governor’s task force, and she would agree that there was not a consensus on opt in versus opt-out, there were some people speaking in favor of opt-in and some in favor of opt-out, but she could not say that there was a consensus or even a clear majority on the issue.  Ms. Moore said that her focus on the task force was to convey that North Carolina does not have a legal framework right now that would support opt-out with exceptions.  She explained that not having the legal framework does not mean that should determine the policy, just that our current legal framework would not support a opt-out with exceptions policy.

Ms. Attarian wrapped up the discussion by stating that although there is no consensus on consent policy, a lot of work that’s been done to understand the issues that need to be addressed when deciding on a consent policy.  She said that; there are a lot of policy issues that impact the selection of a consent policy, and perhaps the most important thing, just as Ms. Hack stated, are the privacy and security principles that the state believes in.  Ms. Attarian refaced the groups attention to the need to obtain a consensus around these principles this morning.  Ms. Attarian said that once we have the buy-in of the work group, we’ll include them in the state strategic plan, to make sure ONC knows that we understand the important role they play as we go forward Ms. Attarian stated that Ms. Moore’s point about the need for a legal framework is critical and to resolve this issue, we need to a set of privacy and security principles to guide stakeholders, etc.  We don’t have that today.

Ms. Attarian asked if the workgroup was ready to turn their attention to slide XX that included the proposed edits to the taskforce principles: 

The group made several changes to the principles.  See attachment. 

Ms. Attarian thanks everyone for their input and asked everyone to look and comment on the remaining vision statements and principles that are included in various places in the draft.  Ms. Attarian stated that this will be an action item for everyone.  

Ms. Attarian suggested that the second action item is to comment on the mission of the Policy Development Committee.

Ms. Attarian suggested that a third action item is to review these tasks outlined in the draft for the subcommittees and comment.  Ms. Attarian stated that she wants to make sure that the role of the legal committee is clearly defined. 

Mr. Wyman stated that he thought that there was a plan to get folks from everywhere to discuss HIE from a conceptual and operational perspective.  Mr. Wyman noted that it would be helpful to know about the more concrete principles of the HIE before we go too far down the road.  He offered as an examples, is the statewide HIE going to be driven by medication mgmt, and what is the concept that will tie it together technologically?  Mr. Wyman said that if the workgroup knew these higher level concepts, then, as we define the role of the legal subcommittee, we can drive off of those policies and procedures and see what legal limitations can stand and which should be modified.

Ms. Attarian responded that she was not aware of a plan to get everyone together, and that she is not sure what these concepts are either at this point in time.  She noted however, that we are operating within an extremely short timeframe and because of this she suggested that one way to approach this challenge is to frame the tasks of the legal committee along a time continuum, and note that as the NCHIE matures, the legal issues will change. 

Finally, Ms. Attarian stated that she will incorporate technical changes automatically and send out an updated version with tracked substantive changes. She asked everyone to send changes to her by Friday; and she will send a revised version to everyone on Monday and we will talk about it again on the following Wednesday.  

She asked everyone to look at page 10 of the draft which includes a list of bullet points that need additional work. 

Ms. Attarian adjourned the call at 10:10 am.

